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1. Explain the layout of the standard is identical to other management system standards 
(except ISO 13485: 2016) in a Clause 1-10 structure and naming convention. Add Slide 1 
Review 

 

 
 

2. Introduction covers Sections 1-3: Informative and Non auditable 
 
a) Scope Highlight: Excluding any of the requirements specified in Clauses 4 to 10 is not 

acceptable when an organization claims conformity to this document. 
b) References: ISO/IEC 27000, Information technology — Security techniques — 

Information security management systems — Overview and vocabulary 
c) Terms and definitions: ISO Online browsing platform: available at https:// www .iso .org/ 

obp and IEC Electropedia: available at https:// www .electropedia .org/ 
 
3. Auditable sections: Clauses 4-10 in a Plan-Do-Check-Act progression 
 

a) Plan (Clauses 4-7) 
b) Do (Clause 8) 
c) Check (Clause 9) 
d) Act (Clause 10) 

 
4. Clause 4 Context of the Organization 
 

a) Understand your internal and external needs issue referencing Clause 5.4.1 of ISO 
31000:2018 

b) Interested parties 
c) Scope and boundaries 
d) Information security management system (ISMS) implementation 
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5. Clause 5 Leadership 
 

a) Commitment all the way to the top of the organization 
b) ISMS policy 
c) Roles, responsibilities and authorities 

 
6. Clause 6 Planning (most significant and comprehensive clause of the entire standard)- see 

Slide 2 
 

a) Addressing risks and opportunities 
b) Information security risk assessment 
c) Information security risk treatment per 93 controls in the standard’s Annex A  in addition 

to a Statement of Applicability (if you exempt any controls as non-applicable, a 
justification for excluding them is required) 

d) Information security objectives 
e) Planning of changes 

 
Slide 2 
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7. Clause 7 (similar to other management systems) 
 

a) Resources 
b) Competence 
c) Awareness 
d) Communication 
e) Documented information 

 
8. Clause 8 Operations (playing off Clause 6 ISMS risk assessment and risk treatment) 
 

a) Operational planning and control implementing actions determined in Clause 6 
b) Information security risk assessment per Clause 6 planning 
c) Information security risk treatment- implement the 93 controls in the standard’s Annex A  

 
9. Clause 9 Performance evaluation (similar to other management systems) 
 

a) Monitoring, measurement, analysis and evaluation 
b) Internal audit 
c) Management review 

 
10. Improvement (similar to other management systems)- see Slide 3 
 

a) Continual improvement 
b) Nonconformity and corrective action 
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